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Abstract—In universal mobile telecommunication system
(UMTS), authentication functions are utilized to identify and
authenticate a mobile station (MS) and validate the service request
type to ensure that the user is authorized to use the particular
network services. The authenticating parties are the authentica-
tion center (AuC) in the home network and the MS. In UMTS,
the serving general packet radio service support node (SGSN)
accesses the AuC to obtain the authentication data, and delegates
the AuC to perform mutual authentication with the MS. Since
the cost for accessing AuC is expensive, the SGSN may obtain an
array of authentication vectors (AVs) at a time so that the number
of accesses can be reduced. On the other hand, if the size of
the AV array is large, the AV array transmission from the AuC
to the SGSN may be expensive. Thus, it is desirable to select an
appropriate value to minimize the authentication network
signaling cost. We propose an analytic model to investigate the
impact of on the network signaling traffic, which is validated
by simulation experiments. Then, we propose an automatic

-selection mechanism that dynamically selects the size of the AV
array to reduce the network signaling cost. Our study indicates
that the automatic -selection mechanism effectively identifies
appropriate size of the authentication vector array.

Index Terms—Authentication, authentication center (AuC), gen-
eral packet radio service (GPRS), home location register (HLR),
mobility management, serving GPRS support node (SGSN), uni-
versal mobile telecommunication system (UMTS).

NOMENCLATURE

ADR Authentication data request and response.
AuC Authentication center.
AUTN Authentication token.
AV Authentication vector.
CDR Call detail record.
CK Cipher key.
GGSN Gateway GPRS support node.
GPRS General packet radio service.
HLR Home location register.
IK Integrity key.
IMSI International mobile subscriber identity.
MS Mobile station.
OMC Operation and maintenance center.
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RA Routing area.
RAND Random number.
SGSN Serving GPRS support node.
UAR User authentication request and response.
UMTS Universal mobile telecommunication system.
USIM User service identity module.
UTRAN UMTs terrestrial radio access network.
XRES Expected response.

I. INTRODUCTION

UNIVERSAL mobile telecommunication system (UMTS)
is a third-generation (3G) mobile service technology

evolved from general packet radio service (GPRS), which sup-
ports multimedia services to the mobile users [12], [15]–[17].
The UMTS architecture is illustrated in Fig. 1. In this archi-
tecture, the packet data services of an mobile station (MS)
are provided by the serving GPRS support node (SGSN) con-
necting to the UMTS terrestrial radio access network (UTRAN)
that covers the MS. For the discussion purpose, we refer to
the area covered by an SGSN as theSGSN service area. The
SGSN connects the MS to the external data network through
the gateway GPRS support node (GGSN). Furthermore, the
SGSN communicates with the home location register (HLR)
and the authentication center (AuC) to receive subscriber data
and authentication information of an MS. The HLR maintains
the current location (SGSN number) of an MS. The AuC is
used in the security data management for the authentication of
subscribers. The AuC may be colocated with the HLR. More
details of UMTS and GPRS can be found in [4] and [13].

An SGSN service area is partitioned into several routing areas
(RAs). When the MS moves from one RA to another, a location
update is performed, which informs the SGSN of the MSs cur-
rent location. Note that a crossing of two RAs within an SGSN
area requires anintra-SGSNlocation update, while a crossing
of two RAs of different SGSN areas requires aninter-SGSNlo-
cation update. Details of location update and mobility manage-
ment modeling can be found in [5] and [6].

In UMTS, authentication function identifies and authenti-
cates an MS, and validates the service request type to ensure
that the user is authorized to use the particular network services.
Specifically, authentication is performed for every location
update (either inter-SGSN or intra-SGSN), call origination,
and (possibly) call termination. UMTS authentication supports
mutual authentication, i.e., authentication of the MS by the
network and authentication of the network by the MS. The
procedure also establishes a new UMTS cipher key (CK) and
integrity key (IK) agreement between the SGSN and the MS. In
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Fig. 1. Simplified UMTS architecture.

Fig. 2. UMTS authentication procedure.

UMTS authentication, the authenticating parties are HLR/AuC
in the home network and the user service identity module
(USIM) in the user’s MS. Two major authentication procedures
are described in this paper.

Distribution of Authentication Vector:This procedure dis-
tributes authentication vectors (AVs) from the HLR/AuC to the
SGSN. An AV is temporary authentication data, which enables
an SGSN to engage in UMTS authentication and key agreement
with a particular user. We assume the following.

• The HLR/AuC trusts that the SGSN will handle authenti-
cation information securely.

• The communication path between the SGSN and
HLR/AuC are adequately secure.

• The user (MS/USIM) trusts the HLR/AuC.

Authentication and Key Establishment:GSM only provides
one-way authentication. In UMTS, mutual authentication is
achieved by sharing a secret key between the USIM and the
HLR/AuC [3]. This procedure follows a challenge/response
protocol identical to the GSM subscriber authentication
and key establishment protocol [13] combined with a
sequence-number-based one-pass protocol for network authen-
tication derived from ISO/IEC 9798-4 [7].

Signaling flows of above two procedures are described in the
following steps (see Fig. 2).

Step 1) When an MS moves into a new SGSN area, the
SGSN does not have previously stored authenti-
cation information (i.e., AVs). The SGSN invokes
the distribution of authentication vector procedure
by sending theAuthentication Data Re-
quest message to the HLR/AuC. This message
includes the international mobile subscriber identity
(IMSI) that uniquely identifies the MS.

Step 2) Upon receipt of a request from the SGSN, the
IMSI is used to identify the HLR/AuC record of
the MS, and the HLR/AuC sends an ordered array
of AVs (generated based on the MS record)
to the SGSN through theAuthentication
Data Response message. An AV consists of
a random number RAND, an expected response
XRES, a cipher key CK, an integrity key IK, and an
authentication token AUTN. Each AV is good for
one authentication and key agreement between the
SGSN and the USIM.

The HLR/AuC may have precomputed the re-
quired AVs and retrieve these AVs from the HLR
database or may compute them on demand.

The next two steps authenticate the user and establish a new
pair of cipher and integrity keys between the SGSN and the
USIM.

Step 3) When the SGSN initiates an authentication and key
agreement, it selects the next unused authentication
vector from the ordered AV array and sends the pa-
rameters RAND and AUTN (from the selected au-
thentication vector) to the USIM through theUser
Authentication Request message.

Step 4) The USIM checks whether AUTN can be accepted
and, if so, produces a response RES which is sent
back to the SGSN through theUser Authen-
tication Response message. The SGSN
compares the received RES with XRES. If they
match, then the authentication and key agreement
exchange is successfully completed. Note that in
this mutual authentication procedure, AUTN is
used by the USIM to authenticate the network, and
RES/XRES is used by the network to authenticate
the USIM.

In this step, the USIM also computes CK and IK
using the received AUTN. During data delivery, CK
and IK are utilized to perform ciphering and integrity
functions in the MS. On the other hand, the SGSN
retrieves CK and IK from the AV and passes them to
the UTRAN for data ciphering and integrity. Details
of CK and IK generation at the MS side are given in
[3, Secs. 6.5, 6.6].

Note that the message names in the above descriptions are
based on [3]. In [1], the actual SS7 messages sent in Steps
1 and 2 areMAP_SEND_AUTHENTICATION_INFOand
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Fig. 3. Timing diagram.

MAP_SEND_AUTHENTICATION_INFO_ack. In [2], the
messages exchanged in Steps 3 and 4 areAuthentication
Request andAuthentication Response .

Third-generation partnership project (3GPP) TS 33.102 [3]
describes a procedure to distribute authentication data from a
previously visited SGSN to the newly visited SGSN. This pro-
cedure assumes that the links between SGSNs are adequately
secure. In reality, it may not be true (especially when SGSNs
are owned by different service providers or even different coun-
tries). Thus, we assume that when the MS moves from the old
SGSN area to a new SGSN area, the authentication data stored
in the old SGSN are not sent to the new SGSN. Instead, the
new SGSN obtains a new AV array from the HLR/AuC through
anAuthentication Request and Response (ADR)
message pair exchange (that is, Steps 1 and 2 in Fig. 2).

Consider the timing diagram in Fig. 3. Suppose that an
MS enters a new SGSN area at time . The MS sends a
registration message to the SGSN. Since the SGSN does not
have authentication information, the distribution of authenti-
cation vector procedure is executed through an ADR, where
the number of AVs obtained from the HLR/AuC is. After
the SGSN has obtained the AV array from the HLR/AuC,
mutual authentication is performed between the SGSN and the
MS/USIM through aUser Authentication Request
and Response (UAR) message pair exchange (that is, Steps
3 and 4 in Fig. 2) by using the first AV. After , the second
authentication event(a call request or an inter-SGSN RA
update) occurs at time . The MS/USIM initiates the second
UAR, and the SGSN uses the second AV in the array for mutual
authentication. At time , the last AV in the array is used for
the UAR of the th authentication event. After , the next
authentication event occurs at . The SGSN realizes that no
AV is available, which issues the second ADR to obtain the
next AV array from the HLR/AuC and then performs a UAR.
For the next incoming authentication events, ADRs and UARs
are executed accordingly as described above. At time , the
MS leaves the SGSN area. The last authentication event before

occurs at (where ), which utilizes the
th AV in the AV array. Thus, during the period ,

UARs and ADRs are performed, and at time
, AVs are left unused in the SGSN.

We note that the ADR operation is expensive (especially
when SGSN and HLR/AuC are located at different countries).
Therefore, one may increase the AV array sizeto reduce the

number of ADRs performed when an MS is in an SGSN area.
On the other hand, with a large , the AVs may occupy too
much network bandwidth for every transmission from the AuC
to the SGSN. Thus, it is desirable to select an appropriate
value to minimize the authentication network signaling cost. In
the next section, we propose an analytic model to investigate
the impact of on the network signaling traffic. Based on the
analysis, we then propose a mechanism to select appropriate
size of the authentication vector array. The notation used in this
paper is listed in the Nomenclature.

II. A NALYTIC MODELING WITH FIXED

Let be the total number of ADRs performed when the
MS resides in an SGSN area. For each ADR, the number of
AVs obtained from the HLR/AuC is . Suppose that the ag-
gregate incoming/outgoing call and registration arrivals form a
Poisson process with rate. As we mentioned earlier, for every
incoming/outgoing call and registration, a UAR is performed.
For a specific period , let be the probability that
there are ADRs to the HLR/AuC. Note that ADRs are per-
formed if there are ( ) UARs in the
period . According to the probability function of the Poisson
distribution, we have

(1)

Let be the period that an MS resides in an SGSN service area.
That is, in Fig. 3. Suppose thathas a general
distribution with the density function , the mean , and
the Laplace transform . Let
be the probability that there areADRs during the MSs resi-
dence in the SGSN area. Then

(2)
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(3)

where (3) is derived from (2) using Rule P.1.1.9 in [18]. Let
be the expected number of ADRs when the MS resides in

an SGSN service area. Then

(4)

We derive and based on three SGSN residence
time distributions as follows.

Gamma Distribution: If is a gamma density function
with mean and variance , then

and

(5)
We are particularly interested in the gamma distribution. It has
been shown that the distribution of any positive random variable
can be approximated by a mixture of gamma distributions (see
[8, Lemma 3.9]). One may also measure the SGSN residence
times of an MS in a real PCS network and the measured data
can be approximated by a gamma distribution as the input to
our analytic model. It suffices to use the gamma distributions
with different shape and scale parameters to represent different
SGSN residence time distributions [14].

From (5), (3) is rewritten as

(6)

Hyper-Erlang Distribution: Another distribution that has
very general approximation capability to the probability distri-
bution of any nonnegative random variable is the hyper-Erlang
distribution [6], [8] with the mean

where is a positive integer,

and

The Laplace transform of the hyper-Erlang distribution is

(7)

From (7), (3) is rewritten as

(8)

The hyper-Erlang distribution is appropriate to approximate
that is either Coxian or SOHYP distributed or more generally
phase-type distributed [9], [10].

Exponential Distribution: Let in (6) or let
in (8). In this case, is exponentially distributed,

and (3) is rewritten as

Also, (4) is rewritten as

(9)

The exponential distribution may not capture the details of the
real SGSN residence times for a mobile network. However, this
distribution is good for mean value analysis, which does capture
the trend for the performance of a system [11].

Let be the total message transmission cost for ADRs
when an MS resides in an SGSN area. Then

(10)

where represents the cost for an SS7 message overhead nor-
malized by the cost of an AV transmission and the processing
time for generating the AV through the authentication proce-
dure. In the right-hand side of (10), this overhead is considered
for theRequest andResponse message pair exchanged in
an ADR. From (9) and (10), the total ADR transmission cost for
exponential SGSN residence times is expressed as

(11)

III. PERFORMANCE OFFIXED- MECHANISM

This sections shows how the expected number and cost
of ADR are affected by the AV array size. We say that

the AV array size is selected by thefixed- mechanismif the
selected value is fixed throughout an MS’s lifetime. Our ana-
lytic model in the previous section can be used to compute
and for the fixed- mechanism. The analytic results are
compared with the simulation experiments as shown in Figs. 4
and 6. In both figures, the dashed curves represent the analytic
results, and the symbols, , , and represent the simula-
tion results. These figures indicate that the analytic results are
consistent with the simulation experiments. Fig. 4 plots
against with various UAR (authentication event) arrival rates

. The SGSN residence times are assumed to be exponentially
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Fig. 4. Effect of the UAR arrival rate� (exponential SGSN residence times
with mean1=�).

Fig. 5. P (n; K) probability distribution (exponential residence times;� =
10�).

distributed with mean . It is obvious that is a de-
creasing function of . The figure indicates that for

and , is only insignificantly reduced by in-
creasing . Fig. 5 plots the probability distribution,
where . The figure shows that the shapes of
distribution are similar for , which are very different
from the shape when . This observation is consistent
with our statement for Fig. 4; i.e., the values are roughly
the same for large values, and increasing does not improve
the performance.

Fig. 6 shows the effect of the variancefor the gamma SGSN
residence time distribution. The mean SGSN residence time is

, and the UAR arrival rate is . The figure shows that
as increases, increases. This phenomenon is explained
as follows. As increases, more short SGSN residence times
and more long SGSN residence times are observed. For short
residence times, it is likely that in Fig. 3 and,
thus, is expected. Fig. 7 indicates that signif-
icantly increases as increases (especially when ).

Fig. 6. Effect of the variancev for gamma SGSN residence times (� = 10�).

Fig. 7. Effect of the variancev for gamma SGSN residence time distribution
(� = 20�).

In this case, it implies that after the SGSN has obtained the AV
array, only one AV is used for the first UAR. The AVs are
wasted. Similarly, as increases, more long residence times are
observed, and a larger ADR number is expected [see
in Fig. 7]. Thus, is an increasing function of. The above
discussion leads to the conclusion that for MSs with irregular
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Fig. 8. Effect of the SGSN residence time distribution.

moving patterns, more network signaling traffic for authentica-
tion will be observed. As a final remark for Fig. 7, more resi-
dence times with lengths close to its mean value are observed
for smaller variance [see in Fig. 7].

Fig. 8 plots when the SGSN residence time distribu-
tions are gamma and hyper-Erlang. In our example, the hyper-
Erlang distribution has parameters , ,

, , and . From the above param-
eters, we have

(12)

In Fig. 8, we set , and . The ,
and values for the case of gamma distribution are assigned

based on (12). Note that if , then as decreases, in-
creases and decreases. Thus, the curves are decreasing
(because decreases as increases), which are different from
what we observed in Fig. 6, whereis fixed. Fig. 8 indicates
that curves are similar for gamma and hyper-Erlang dis-
tributions. In the remainder of this paper, we only consider the
gamma SGSN residence time distribution for our performance
study. The results for hyper-Erlang residence times are similar
and will not be presented.

By assuming in (10), Fig. 9 plots against with
various UAR arrival rates. The SGSN residence times are ex-
ponentially distributed in Fig. 9(a), and are gamma distributions
with various variance values in Fig. 9(b). Since is a de-
creasing function of (see Figs. 4 and 6), the product
[and thus ] results in concave curves shown in Fig. 9. That
is, as increases, decreases and then increases. Let
be the optimal value that minimizes the cost. For exponential

SGSN residence time distribution, can be obtained by dif-
ferentiating (11). That is can be approximated by

where

Fig. 9(a) shows that increases as increases. This result is
consistent with our intuition that if there are more UARs, then
more authentication vectors should be delivered from the AuC
to the SGSN at a time. Fig. 9(b) shows that is only insignifi-
cantly affected by the variance of the SGSN residence time dis-
tribution. Specifically, for .

IV. A UTOMATIC -SELECTION MECHANISM

In 3GPP TS 29.002 [1], is recommended for fixed-
mechanism. However, our study in the previous section indi-
cates that the optimal value is affected by the traffic of
UARs. This section proposes a per-userautomatic -selection
mechanismthat dynamically selects the value based on the
SGSN residence time distribution and the UAR traffic pattern
of an MS. The automatic -selection mechanism can be
implemented in MS or in AuC. If the mechanism is exercised
at the MS, then every time the MS moves into a new SGSN
service area, it forwards the new value to the AuC through
the registration procedure. If the mechanism is exercised by the
AuC, then the number of the UARs must be provided by the old
SGSN when the MS moves to the new SGSN or when the MS
detaches from the network. The old SGSN can either supplies
the number of the UARs (the number of calls and intra-SGSN
registrations when the MS resides in the old SGSN) to the
HLR/AuC when theCancel Location message pair is ex-
changed between the old SGSN and the HLR (see [4, Sec. 6.9]
or [13, Sec. 2, Ch. 9]), or the SGSN can generatecall detail
records(CDRs) for calls and intra-SGSN location updates (see
[13, Sec. 6, Ch. 18]). The CDRs are sent to either a billing
gateway or an operation and maintenance center (OMC), and
the OMC forwards the related information to the HLR/AuC.

Let be the value selected for theth iteration (i.e.,
when the MS resides in theth SGSN area). The automatic

-selection mechanism is described as follows.
Initialization: When the user subscribes to the UMTS ser-

vice, an initial value is assigned (e.g., as 3GPP
suggested). Then, every time the MS enters an SGSN area, the
following two steps are executed.

Measurement Step:During the th SGSN residence period,
the number of UARs are counted.

Decision Step:When the MS leaves theth SGSN area, we
determine if the value should be adjusted to
(decrement by one), (no change),

(increment by one). We use (10) as the heuristic
to compute three costs as follows:

for (13)

Based on (13), is selected as

where , and (14)
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(a) (b)

Fig. 9. Cost of ADRs (the mean of the SGSN residence times is1=�). (a) Exponential residence times. (b) Gamma residence times (� = 10�).

Fig. 10. Performance of theK-selection mechanism: Exponential SGSN
residence times with mean1=�.

From the above discussion, it seems reasonable that when the
MS enters the st SGSN area, the AV array size for ADRs
is assigned the value computed in (14). However,
from our experiments (to be elaborated later), this is not the best
choice. Instead, the best performance is achieved when a smaller

value is selected. Define three AV array size assignments for
the st iteration as follows.

: AV array size is .
: AV array size is .
: AV array size is .

As we will see later, will yield the best performance in most
cases. Also note that choosing any AV array sizes larger than

always yields performance worse than that forand
these scenarios will not be presented in this paper.

Figs. 10–12 show the performance of , , and , and
compares them with the fixed- mechanism. We assume that

in (13). Note that the actual value depends on the
implementation of the AV data structure in a mobile network.
However, the conclusions presented in this paper holds for any

Fig. 11. Performance of theK-selection mechanism: Gamma SGSN
residence times (� = 10�).

Fig. 12. Performance of theK-selection mechanism: Mixed UAR arrival
patterns.

values. Let , , and be the ADR transmission cost
for , , and , respectively. As defined before, let
be the cost of fixed- mechanism with the array size. Three
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scenarios with various SGSN residence time distributions and
UAR traffic patterns are considered.

Exponential SGSN Residence Time Distribution:Fig. 10
plots , , , and for . The
SGSN residence times have exponential distribution with mean

. The UAR arrival rates are , and ,
respectively. The figure indicates that, in most cases, the costs
for the automatic -selection mechanisms are close to each
other and

(15)

where is the optimal value that minimizes the cost in
the fixed- mechanism.

Gamma SGSN Residence Time Distribution:Fig. 11 plots
the cost curves, where the UAR arrival rate is , and the
SGSN residence times have gamma distribution with variances

, , and , respectively. Inequality (15) also
holds for most cases in this scenario. Although the cost foris
slightly greater than that for when is large, the difference
is insignificant and can be ignored. However, becomes less
accurate in terms of capturing the value. The cost of
is very close to as in the case for exponential SGSN
residence times.

Mixed UAR Arrival Patterns:Fig. 12 plots the cost curves
where the UAR arrivals have mixed patterns. In this figure, the
solid curve represents the case where the SGSN residence times
have an exponential distribution with mean . The dashed
curve represents the case where the residence time distribution
is gamma with mean and variance . In both
curves, the UAR arrivals are Poisson with rate for the
first 10 000 UARs, then the rate changes to for the
second 10 000 UARs, for the third 10 000 UARs, and

for the last 10 000 UARs.
The figure indicates that with the mixed UAR traffic patterns,
and may outperform the fixed- mechanism for all

values (see the solid curve).
The above analysis indicates that the performance of the auto-

matic -selection mechanism (particularly ) is close to (and
may be better than) the performance of the fixed-mechanism
with the optimal value.

V. CONCLUSION

In the mobile network, authentication is exercised for every
location update and every call event. In UMTS, mutual authen-
tication is performed between the MS and the SGSN. In order to
carry out authentication, the SGSN obtains authentication data
from the HLR/AuC. Since the cost for accessing AuC is expen-
sive, the SGSN may obtain an array of AVs at a time so that the
number of accesses can be reduced. On the other hand, if the
size of the AV array is large, every AV array transmission
from the AuC to the SGSN may be expensive. Thus, it is desir-
able to select an appropriate value to minimize the authenti-
cation network signaling cost. We proposed an analytic model
to investigate the fixed- mechanism (the selected value is
fixed throughout an MS’s lifetime). The analytic results were
validated against the simulation experiments. We observed the
following results.

• Increasing will decrease the expected number
of accesses from the SGSN to the HLR/AuC. However,
when is large, increasing only insignificantly re-
duces .

• When the variance of the SGSN residence times increases,
increases.

• Let be the cost for the SGSN to access the authen-
tication data of HLR/AuC [see (10)]. is a concave
curve, and there exists an optimalvalue that minimizes

.
• The optimal value increases as the authentication event

(UAR) rate increases.
Study on the fixed- mechanism suggests thatshould be ad-
justed based on the authentication traffic so that the cost is
reduced. We proposed a per-user automatic-selection mech-
anism that dynamically selects thevalue based on the SGSN
residence time distribution and the UAR traffic pattern of an
MS. Our study showed that the automatic-selection mech-
anism effectively identifies appropriate value to reduce the
network signaling cost. Specifically, our study indicated that the
performance of the automatic -selection mechanism (partic-
ularly ) is close to (and may be better than) the performance
of the fixed- mechanism with the optimal value.
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